Abstract-Even if the market penetration rate of biometric technologies is still far below its potential, many biometric systems are used in our daily real-life. One of the main reasons to its low proliferation is the lack of a generic and complete approach that quantifies the performance of biometric systems taking into account individuals' perception among the process. Among all the existing biometric modalities, authentication systems based on keystroke dynamics are particularly interesting. Many researchers proposed in the last decades some algorithms to increase the efficiency of this approach. Nevertheless, none significant benchmark is available and commonly used in the state of the art to compare them by using a similar and rigorous protocol. We propose in this paper: a benchmark testing suite composed of a database and a software that are available for the scientific community for the evaluation of keystroke dynamics based systems. Performance evaluation of various keystroke dynamics methods tested on the database is available in [1] .
I. INTRODUCTION
Authentication systems allow entities to access to controlled resources. Traditionally, individuals are used to authenticate themselves on computers by using a classical couple of login and password. This scheme suffers of various problems decreasing its security [2] . Strong authentication has for objective to use multiple authenticators for security purposes. In this case: individuals are authenticated with the help of (i) what they are, or what they are able to do, (ii) what they know, (iii) and what they own.
Keystroke dynamics is one strong authentication method combining the two first authenticators. Its main interest is the fact that it is considered as invisible, because an individual already uses a password to connect on computers. Several kinds of keystroke dynamics systems exist in the literature and they are generally based on very long texts, password or pass phrases. The biometric template can be captured statically or continuously (i.e. at login phase or during computer usage). In this paper, we are interested on static authentication with passwords or pass phrases. We argue on the fact that most of the results presented in studies in the state of the art cannot be compared together due to various reasons presented in this paper. In order to contribute to solve this problem, we propose a benchmark testing suite to be used as a reference database in further keystroke dynamics studies. ENSICAEN, 6 Boulevard Maréchal Juin, 14000 Caen Cedex -France
The document is organized as follows: in the first part, we present the state of the art of the general evaluation of biometric systems, common benchmark databases and keystroke dynamics systems. In the second part, we present the main reasons that explain why it is really difficult to make a comparison between the different implemented systems based on keystroke dynamics. The third part of this paper emphasises on some facts to solve these problems and present our contribution.
II. EVALUATION OF BIOMETRIC SYSTEMS

A. General Methodologies
In order to compare different biometric systems (for the same modality or different ones), it is necessary to evaluate them. Many works have already been done on the evaluation of biometric systems [3] , [4] , and the purpose of this part is to present the general methodologies in the state of the art. For the evaluation of a biometric system, there are three main points to consider:
• the performance: it has for objective to measure various statistical figures on the performance of the system (EER, FTE, FTA, computation time, ROC curves, ... [4] ); • the acceptability: it gives some information, not on the performances in terms of errors of the system, but on the individuals' perception and acceptance; • the security: it quantifies how the system is secure (i.e. if many frauds can be used by an impostor).
All these evaluation approaches have to be taken into account when comparing various biometrics systems. It seems strange to consider a system to be good if it has very low error rates (i.e. very good performance) while having a very low user acceptance (i.e. a high probability to be unused). Comparing biometric systems can be realized within three contexts [5] :
are not reproducible, but give a good representation of the usability of the system. The first evaluation context needs a benchmark database to compute the performance of a biometric system, we focus on this point in the next section.
B. Biometric Databases
Most of the biometric modalities have common public benchmark databases [6] . The aim of these databases is to allow researchers to work on the same data, which allows them to compare their algorithms in the same context. Creating a database is not an easy task because it requires a lot of time, energy and sometimes some specific materials. That is why such common databases are interesting, because researchers who cannot create one (for various reasons), can download one and work on it. By this way, more researchers are able to work on the subject and improve it. Two kinds of database can be found:
• the real databases: which consist of real collected data, and are difficult and time consuming to build; • synthetic databases: which are constituted of artificial data simulating real biometric data, and are quick and easy to create. Very few biometric modalities are concerned [7] . The most commonly used databases are FERET [8] , UBIRIS [9] , SFinGe [7] based databases, XM2VTSDB [10] , BANCA [11] , BIOSECURE [12] . The aim of FERET is to quantify facial recognition performances. Data were collected on 1199 individuals during several sessions between 1993 and 1996. UBIRIS are two databases created to quantify the performances of iris recognition. For the first version, 1877 images were collected in two sessions in 2004. SFinGe is a tool for the generation of synthetic fingerprint images. The software is able to generate 100,000 realistic templates in about one day on a single computer. XM2VTSDB is a multi-modal database which aim is to test and evaluate vocal and facial (2D and 3D) recognition. 295 individuals participated during four months (one session per month) to the creation of the database. BANCA is also a multi-modal database captured in four languages (French, Italian, English and Spanish) for voice and face modalities. 12 sessions during 3 months involving 208 individuals were necessary. BIOSECURE is a multi-modal database where 11 universities were involved in its creation. The included modalities are face, voice, iris, fingerprint, hand geometry and signature dynamics. The data were collected during 2 sessions in different acquisition conditions (controlled, uncontrolled) and divided into three datasets (internet, desktop and mobile dataset).
In addition to these benchmarks, several competitions have also been created for the main modalities (i.e. FVC for the fingerprint, FRVT for the face recognition, ICE for the iris) [13] , [14] . The main objective of these competitions is to compare biometric algorithms using a predefined database. We can see that they are large databases for the main modalities, but there exists none available to our knowledge for the keystroke dynamics. In the next section, we focus on keystroke dynamics based biometric systems.
III. KEYSTROKE DYNAMICS
We discuss in this section the performance of keystroke dynamics algorithms from the state of the art. The first research work in this domain was realized in 1980 with the report of the Rand Corporation [15] . This study proves that individuals could be differentiated by considering their way of typing. Seven secretaries were asked to type three different long texts, and the comparison was done using statistical methods. A lot of studies have already be done on keystroke dynamics, in order to improve its performance [16] , [17] , [18] , [19] , [20] , [21] , [22] .
1) Differences on the Acquisition Protocols: Most of the studies in the literature have used different protocols for their data acquisition, which is totally understandable due to the existence of different kinds of keystroke dynamics systems (static, continuous, dynamic) which of course necessitate different acquisition protocols. It is known that the performance of the algorithms can be dependant of the used database [22] . By using their own databases, researchers do not give a good overview of the global performance of their methods, but an overview in a specific case: the one represented by their database. In the keystroke dynamics research field, there is an important diversity of protocols used to collect the data. They differ on the number of individuals participating to the study, the acknowledgement of the password (which impacts on the speed typing, hesitation, and FTA), the use of different computers (which impacts on the timing accuracy), different keyboards (which impacts on the way of typing) or not, the quantity of collected data, the duration of the collection of the whole database, the control of the acquisition process (i.e. acquisition done behind the researcher who controls if it is done with respect to the protocol or made at home where none verification is possible), the use of different or identical passwords (which impacts on the quality of impostors' data) and so on. Table I illustrates some differences in the protocol of different studies by presenting the following information: duration of the protocol, number of individuals involved in the database and if it is a controlled acquisition.
2) Differences on the Objective Analysis: Many performance metrics can be used to analyse a biometric system. Most of the papers have used such kind of information to evaluate their algorithms and present their performances, but, most of the time, not all the information are presented. Distance-based algorithms and classification-based ones have not the same kind of output: a score which is continuous value or a class which is discrete value.The most important thing is when the EER, FAR and FRR values are presented in an article, they are computed with a database (which is also not available) with a certain number of templates used for the enrolment. It seems really impossible to compare a study using twenty vectors for the enrolment process with another using only five. In addition to the enrollment size, the degree of expertise of the volunteers has an impact on the illustrated performance results. The same argument can also be used when comparing research works using a global threshold, with others using per-user threshold. Table I presents the number of vectors used for creating the enrolled template and the use of a global or individual threshold for some protocols of the literature.
3) User Acceptance: Usability is an important factor to be taken into account in order to evaluate a biometric system. It seems difficult in a research environment to systematically do such a thing, especially when a subjective evaluation has already been done on the modality in previous researches. But, by changing the procedures of acquisition and verification, several parameters may have been changed concerning, for example, the memory use or computational time, and, these modifications can alter the user's perception of the system (so, the user can consider the system more or less usable due to these modifications).
4) The Laboratory Environment: The problem of the laboratory environment is inherent to most of keystroke dynamics studies. Except very few studies, none realistic databases are used: the databases are not extracted from a real use. This can be easily understandable because individuals will not be agree to use their own passwords and share it with others playing impostors. For this reason, most of the passwords are artificial one generated differently all along the literature (i.e. dictionary words, aleatory combination of letters, numbers and symbols, and so on) and the individuals do not necessarily master their typing (because they do not daily use them, and, they do not choose them). In some controlled environment, individuals are in a quiet room without any inconveniences which do not fit the reality where we can authenticate on our machines and talking with other people or being in a noisy room. In an uncontrolled environment, nothing proves that all the typing patterns of a user have been done by this user with respect of the protocol.
IV. CONTRIBUTION
Different databases of different quality have been used for all the research work. It is known that the results of the experiments can be highly dependent on the used database. The main interests of using a common database are to avoid researchers to take too much time for creating it, and to easily compare the performance of different algorithms with the same input data.
Hosseinzadeh and Krishnan have presented in [22] very interesting information on the way of creating a good keystroke dynamics database supposed to be used with specific confidence intervals. They applied their method for creating the database used in their paper, but, sadly, did not make it available. In [5] , we argue that to create a good behavioural biometric database the number of required sessions have to be superior or equal to three, that these sessions must be spaced in time, the population must be large and diversified. These requirements were not always fit in previous researches.
A. Overview Of GREYC-Keystroke
GREYC-Keystroke is a software we developed allowing the creation of a keystroke dynamics database and is downloadable at the following address:
http://www.ecole.ensicaen.fr/~rosenber/ keystroke.html. A screen capture of the application is available in Fig. 1 . We developed this application in order to create our own keystroke dynamics database, and share it in order to allow other researchers to create their own databases. The idea is that researchers who used this software to create a new database are requested to send us an anonymous version in order to make it available for everybody. The data are stored in an sqlite file which allows quickly and easily the extraction of specific information, thanks to SQL (Structured Query Language) queries. Database tables are presented in Fig. 2 . The functionalities of the software application are the followings:
• possibility to change the attended password, the default one is "greyc laboratory". Each user is able to type different passwords, a model is created for each one; • possibility to add a new user to the database. The individuals are stored in the table called individuals; • possibility for the user to train himself to type the password, the data are not saved, but timing information are displayed on screen with curves representing extracted features; • possibility to show the mean vector of one user (useful to visually compare with mean vector of other individuals, or with the typing of the actual user); • capturing the typing information of a user. Raw and extracted data are added to the database and stored in the table keystroke_datas and keystroke_typing; • during the capture process, the number of typing mistakes is counted and added to the database. This information gives the FTA of the database and can be useful for the evaluation and is computed with the information in the tables keystroke_typing; • when a user has five captured vectors, he can try a verification. The method used is presented in [19] and returns a matching score compared to a threshold (hardcoded in the application, which can be incorrect for another password or database). The following equation represents the way to compute the score:
with µ and σ respectively the mean and standard deviation vectors of size n of the enrolled timing vectors of the claimed user, and v the test vector. The EER of this method, is about 10% with the database; • it is also possible to indicate the change of keyboard in order to test typing evolution depending of this parameter (this information is not taken into account during the verification process of the application); • as in most of static keystroke dynamics studies, typing correction is not allowed, when a user does a mistake, he has to type again the password. Both raw and extracted features are saved in the database. For any keystroke capture, the captured data are the (i) code of the key, (ii) the type of event (press or release), and (iii) the time of the event. All this information is stored in the keystroke_datas table in the fields rawP ress and rawRelease, for respectively press and release events, for each keystroke typing of an entire and correctly typed password. The data are saved following this scheme: code of the key, followed by a space, followed by the timestamp of the event, followed by a new line and so on, for each events. The interest of storing these raw data, is to permit other researchers to create their own feature extracted data if our data does not fit their requirements.The extracted data features stored in the database are the timing differences between two events of these kinds: press/press, release/release, press/release and release/press, an additional vector resulting of the concatenation of the previous ones and the total typing timing of the password. They are stored in the fields ppT ime, rrT ime, prT ime, rpT ime and vector of the table keystroke_datas and time_to_type of the table keystroke_typing. As the ordering is based on time and not key code, these data do not match exactly to duration and latencies of keys.
B. Overview of the Database α
1) Presentation:
We have created a meaningful keystroke dynamics database with the help of GREYC-Keystroke software which is also downloadable on our website. We have respected constraints presented in [5] on the way of creating good behavioural biometrics databases (in term of number of sessions, duration between each session, number of individuals and so on). Most of the population composing the database is composed of researchers in computer science, secretaries, students in computer science or in chemistry. There are different kinds of typists: fast, slow, two fingers, all the fingers, etc.
Our idea is to make it publicly available in order to be used as a reference database for testing keystroke dynamics algorithms and facilitate the comparison of previous and future keystroke dynamics authentication methods. For the moment, 133 individuals have participated to the capture process by typing between 5 and 107 times the password "greyc laboratory" between 03/18/2009 and 07/05/2009. We have 7555 available captures, and the average number of acquisitions per user is 51 with 100 of them having more than 60 templates. Most of the individuals participated at least to 5 sessions.
Referring to the information presented in Table I , we can say that it is a quite huge database, collected on a reasonable period. The individuals were asked to participate to one session every week (few of them have done two sessions within a week due to time constraints). We can see that a very few of them, really participate on all the sessions by considering the number of available templates. Two keyboards (the original keyboard of the laptop, and an usb one plugged on the laptop) were used to verify if the model is only dependent on a user or if it is dependent on both user and keyboard. That is why, during each session, individuals were asked to type six times on each keyboard the password by alternating a typing from a keyboard to another. By using the first keyboard, then the second, then the first and so on, the individuals were obliged to move their hand (and sometimes, keyboard, computer or chair) before typing the next password which avoids the problem of mechanical typing of too similar patterns.
During the first session, the individuals were able to train themselves on the typing of the password on the two keyboards as long as they wanted, because it is not their usual password and do not already have typing habits and pattern for it. For the following sessions, they were not authorized to train, but have to directly register their typing events.
2) Analysis: As we have already done in a previous study [23] , we have proposed to volunteers to answer questions about their feeling on such systems 1 . 100 volunteers have answered to it, their age and gender are presented in the Fig. 3 . Even if all the database is not represented, it gives a good overview of it. In the case of the static keystroke dynamics authentication, there is a quite huge number of failures during acquisitions. These failures are due to the fact that no mistake is allowed while typing the password: a typing mistake imposes to type the password from scratch. It is an interesting thing to analyse the reasons of these mistakes. The number of errors during acquisition is very important for this modality. Fig. 4 presents the quantity of captures done by each user by separating the correct (in red) and the erroneous ones (in yellow). The number of mistakes is quite huge for most of the volunteers. Its average rate is about 20%: one input out of five is incorrect due to typing mistakes.
These mistakes are due to several reasons : 1 The lack of space does not allow us to give more information about this questionnaire Fig. 4 .
Number of acquisitions for each user. Correct and erroneous acquisitions are both represented
• the password is quite long to type (17 characters) and its typing mistakes increase by using more than 8 characters [22] ; • user is not used with keyboard and have a lot of hesitation while typing; • user wants to type faster than he is able to do it;
• user forgets the password; • user is disturbed by the environment;
• user has to type a predefined password.
Usually, we type our own passwords faster than the imposed one. We have tested if this error rate of acquiring process is dependant of user's typing speed, but it seems that there is no correlation. Fig. 5 represents the acquisition error rates (during the acquisition of the database) depending on the typing speed of users. As we can see, the experiment shows no dependency between these factors. In all intervals, we have high error rates. 
V. CONCLUSIONS AND FUTURE WORKS
In this paper, we have shown that even if there are existing and used metrics to compare biometrics systems, it is not an easy task to compare studies for the keystroke dynamics modality. This is partially due to the fact that there are not enough details in the papers of literature. Another part of the problem, is that there is not enough public keystroke dynamics database to test the algorithms. Some databases were used in several papers [24] , [25] , but not used by other researchers or made publicly available. Our contribution is the spreading of a keystroke dynamics database and a tool allowing the creation of such kind of database. The sharing of these tools will allow researchers to work with the same data and give more credibility in the comparisons of the different methods.
Many things have to be tested in the keystroke dynamics world. Most of them necessitate a new database designed for testing these facts (i.e. dependency to keyboard, computer operating system, knowledge of the password, size of the password, content of the password). These databases can be done by merging different databases from different researchers (if the acquisition protocols are equivalent) or by creating new ones with the help of GREYC-Keystroke software. Each new database corresponding to a specific problematic with a specific protocol. It could also be interesting to make an evaluation of the most popular existing methods of static keystroke dynamics authentication by using our database and compare the results with our own methods.
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